How Filance Al is Redefining Security
for Independent Workers

At Filance, we do more than just protect data—we actively shape the future of security and
financial empowerment for gig workers. Our platform is designed with the highest standards
of privacy, compliance, and transparency, ensuring independent workers can build financial
stability without security concerns.

Filance Al's Unmatched Security & Data Protection Framework
End-to-End Data Encryption

e Your data is encrypted during transmission and storage, making it unreadable to
unauthorized parties.

e We use AES-256 encryption, the same standard used by banks and government
institutions.

Multi-Factor Authentication (MFA)

e Secure login process requiring multiple verification steps, reducing the risk of
unauthorized access.
e Biometric authentication (where supported) for added security.

Strict Compliance with Global Data Protection Laws
Filance Al adheres to all major data protection regulations, ensuring full legal compliance and
user control over data:

GDPR (Europe) — Right to access, modify, and delete personal data.
CCPA (California) — Transparency in data collection and opt-out options.
LGPD (Brazil) — Strict guidelines on data security and user consent.
FCRA (U.S.) — Ensuring accurate and fair financial data reporting.

User Control & Transparency

e Users can access, modify, or delete their data directly within the platform.
e \We clearly outline how and why user data is processed—no hidden practices.



Regular Security Audits & Proactive Threat Detection

e We conduct frequent security assessments to detect and eliminate vulnerabilities.
e Advanced Al-driven fraud monitoring helps prevent unauthorized activities.
e \We stay ahead of evolving cyber threats by updating security protocols regularly.

Ongoing Research & In-App Security Enhancements

e \We are actively researching new ways to enhance security inside the Filance Al app.
e Studies are underway to improve user authentication methods and expand data privacy
controls.

More Than Security—Filance Empowers Independent Workers

+ Better Access to Financial Opportunities — Your secure data unlocks credit, loans, and
financial growth opportunities.

+ Complete Visibility Over Your Earnings & Insights — Helping gig workers make smarter
financial decisions.

+ A Commitment to Trust & Transparency — We educate users on security while providing
industry-leading protection.

At Filance Al, security is not just a feature—it's our foundation. We give independent workers
the power to thrive financially with confidence and peace of mind. ©J
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